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A UNIQUE IMGITAL 1D FOR ALL YOUR SECURE ONLINE SESSIONS & TRANSAUTIONS

Ms. Raveena Shetty
Assastant Professor, 5. M. Shety College, Powai

ABSTRACT

Authenticity with rusr & the meclens of woday s e-commerce market place. Security being the key aspect af
owlineg butiness trend including confidencialing ategrity & avallability of informanion fo the end wier. fa the
world of e-commerce, every butiness has thelr customer portal o app providing useful informarion & services
to thelr end cidtomer, Ao, all of these porals are teciired weing wrigue credennials which fmbibes authenticity
& credibiliny to wser's login. Albelr, each of these online systems reguired a strong credential to gocess uter
imformation & services, bur iiv guite cumbrous o remember several login credentials oll @ one place.
Movreover, theres a common pracice of writing this sensitive personal information either in a jile or notepad in
an wwsecured premize posing privacy threats & risk of unanthoried wse I being exposed. This paper in
particidar emvizages o hove a common single mechanism for all secure accesses over the fnrernet therely
shiffing securily paradige from sudb-charrel o g single chamre! outhorisation. Not oaly this, the research
work would alvo skelch o prelimirary skeleton approach for embedding single chamrel mechanism on onling
seddios. Further developarens in this context coidd be devized on (a later stages. This research work will brigily
include krnowledge of tiformation securiy dostin alowg with lersinologies iolviig data privacy af par.

Kevwords: Securily, informalion secwrily, authenication, integriny, confladentialing secure access, dma privacy,
e-commerce, ety manggement, idemtity & access MaHageras.

1. INTRODUCTIN

In this mereasing world of ubiquitous computing & e-commerce: security is a priow aspect (& concern) for
organisations running their bisiness throogh lnternet. Starting from dendal of serviee threats to system hacks,
cach business has to deal with this threats on a regular basis. Data Prvacy is another important concern which s
been entrusted by user’s personal & sensitive mformation. It is this privacy that adds trust in the user & business
relationship therdby amplifying trade transactions. Mowadays, uwsers have become more vigilant in concern with
the way their iwformaton s been handled by ecommerce busmesses. They not only beleve in enjoying better
services but also a sense of trust that their data is m good hands. Ina move o keep up to this trust relationships,
busimesses are striving o cmploy best security measures & practices. Likewise, user authentication using
credentials, two factor awhentication & multi fBetor authentication methods o enhance user identification
rechanism Multi factor authentication includes wse of OTP, seeret code ete. boen reseived on registered email
&lor mobile number to wrust wentification of legitimate user. With the boom of e-commerce sector several
busimesses has flourshed in the past decade; with a steep increase m number of oaline portals. Subsequently, it
has been a guite troubleseme for uwsers to ranember crodentials for all tese portals. Mostly prefer a trvial
mthod of storing these passwords either in a diary or on a plece of paper. Exposing a huge threat to user's
personal information & eventually breach of user's data privacy paradigm. Henee, it has become of prime
imporiant to kave an aliernative mechansm o user dentification apart from only using user's credentials.

PURPOSE STATEMENT
To find an aliermative but effective & enhanced secured mechansm of identity management for a uwser®s profile.
This paper proposes one such mechanism of user identification & authentication without using user's created

credential fo access ecommerce portal & perform online transactions.

OBJECTIVES OF RESEARCH
# To study existing mechanism of user®s identity mamagemet.

# Tosiudy challenges with current identity management mechaniso
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